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€The Binary Trust Problem€


€Why ˝Hardened˛ Does Not Mean ˝Verified˛€



Executive Summary

Enterprise container security programs have matured significantly over the past five years. Vulnerability scanning, hardened base images, SBOM generation, and image signing are now standard practice across regulated industries.          

          



However, a foundational question is increasingly surfacing during audits and compliance reviews:

Can you prove that the binaries in your production container images were not modified between the original developer commit and deployment?



Most organizations cannot answer this question with verifiable evidence. The challenge is not inadequate hardening. It is inherited trust.           



Traditional hardened container images are built on upstream Linux distributions such as Debian or Alpine. While these images reduce attack surface and remediate known vulnerabilities, they inherit the full upstream supply chain without independently verifying it.





As software supply chain regulations tighten and frameworks such as SLSA mature, provenance is no longer optional. Enterprises must evaluate whether their container security strategy provides:



Complete binary provenance

Reproducible builds

Hermetic build isolation

Verifiable attestations

Uniform cryptographic compliance

This document examines the architectural differences between post-hoc hardening and from-source build models and outlines a technical framework for evaluating trust claims in container security solutions.         
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1. The Auditor's Question

During a recent compliance assessment, a security reviewer asked:

Can you demonstrate the provenance of every binary in this container image from original source commit through production artifact€



The organization in question had implemented:

Enterprise vulnerability scanning Hardened vendor images

SBOM generation Image signing

Yet they could not provide verifiable provenance for upstream distribution binaries embedded in their containers.



The issue was not operational security. It was supply chain verification.

Layer 2: Distribution Build Infrastructure

Layer 3: Package Signing and Distribution

Who controls signing keys?

What key management processes exist?

Layer 4: Hardening Vendor Transformation 

What changes were introduced?

Can outputs be independently reproduced?

Each layer introduces assumptions.

Compliance programs increasingly require those assumptions to be documented and provable.        



Most hardened images follow this model:

Start with an upstream Linux distribution such as Debian or Alpine



Patch known CVEs Apply secure configuration baselines

Publish the resulting image

Remove unnecessary components

This improves surface-level security. However, it inherits multiple upstream trust boundaries.

Layered Trust Boundaries

Layer 1: Upstream Source Code

Was the repository integrity verified? Were commits cryptographically signed?

2. The Binary Trust Inheritance Model

How were packages compiled? Was the build environment isolated?

Were toolchains themselves verified?

Layer 3: Package Signing and Distribution€

Who controls signing keys?€ What key management processes exist?€
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3. What "Built On" Actually Implies

Many container security vendors describe their offerings as "built on" widely used Linux distributions.           



This provides compatibility and ease of migration. It also means:

The vendor controls the hardening layer The vendor does not control upstream binary provenance


The upstream build chain remains outside their verification boundary



Modern supply chain attacks increasingly target build systems rather than source repositories. When build infrastructure is compromised, downstream consumers inherit that compromise.          



A hardened image built on an upstream distribution can typically assert:

We applied security transformations to upstream binaries.

It often cannot assert:

We independently verified the complete provenance of every binary from source commit through artifacts.



That distinction determines audit defensibility.

4. The From-Source Build Model

A from-source architecture changes the trust boundary entirely.

Instead of modifying existing binaries, the vendor:

Compiles all packages from verified source repositories



Uses controlled and isolated build environments



Maintains proprietary toolchains and build infrastructure



Produces reproducible artifacts

03

Layer 4: Hardening Vendor Transformation€

What changes were introduced?€ Can outputs be independently reproduced?€
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Capabilities Enabled by From-Source Architecture

Complete Provenance Chain

Each binary maps to:

A specific Git commit A defined build configuration

Documented dependency resolution Cryptographic attestation

Reproducible Builds

Given identical inputs, the build process produces bit-for-bit identical outputs. This enables:         



Independent build verification by third parties



Tamper detection through output comparison



Audit-grade evidence of build integrity

Hermetic Build Isolation

Build environments are completely isolated from external network access, preventing:

Supply chain injection attacks Dependency confusion

Build-time compromise

Uniform Cryptographic Compliance

All cryptographic libraries are compiled with consistent FIPS-validated configurations, eliminating per-package compliance variance.       



5. Technical Evaluation Framework

When evaluating container security vendors, the following questions clarify architectural differences:        



Provenance Depth

Can the vendor provide the source repository?



The commit hash?

The full build configuration? Verified build logs?

Reproducibility

Can the vendor demonstrate bit-for-bit identical rebuilds?


Is the process independently verifiable?
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Attestation Coverage

Are attestations limited to the vendor's hardening layer?

Or do they cover source verification, build environment, dependency resolution, and artifact signing?



Compliance Uniformity

Is FIPS 140-3 embedded in the base architecture?



Or provided selectively across image variants?



6. CleanStart Architecture

CleanStart addresses the binary trust problem through CleanStart OS, a purpose-built container operating system providing glibc compatibility without reliance on upstream distribution binaries.



Architectural Overview

CleanStart Build Architecture

Verified Source



Git-traced provenance



Hermetic Build

Ephemeral environment



CleanStart_OS

glibc-compatible foundation





Attestation Layer

Source integrity (SLSA L3) Build env attestation Reproducible proofs (SLSA L4)

In-toto link metadata Sigstore signing

Production Container Image Verified

Complete SBOM + dependency graphs Package origin verification

Chain of custody docs Daily security rebuilds

05



Core Design Elements

SLSA Level 3 and 4 Alignment

Isolated, ephemeral builds Reproducible outputs

Verifiable provenance

Hermetic Build Pipeline

No uncontrolled network access Pre-validated dependencies

Controlled compiler toolchains

Unified FIPS 140-3 Foundation

FIPS-validated cryptographic modules are embedded at the OS layer.

All derived containers inherit compliant cryptography.

Daily Rebuild Automation

Containers are rebuilt continuously to integrate current security patches within defined SLAs.

Complete Chain of Custody Documentation

Each container includes attestations covering:

Source verification Build environment integrity

Dependency resolution Artifact signing

This documentation supports regulatory audits and internal compliance validation.

7. Decision Considerations

The appropriate approach depends on organizational requirements.

If the objective is:

CVE reduction Attack surface minimization

Operational simplicity

If the objective includes:

Regulatory defensibility Zero trust mandates

Federal contracting requirements Formal supply chain attestation

Post-hoc hardening may be sufficient.
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Then inherited trust assumptions should be evaluated carefully.

Key questions:

The organization should determine whether it can:

Demonstrate binary provenance with documentation today



Meet reproducibility requirements if mandated



Ensure uniform cryptographic compliance across all images



Independently verify vendor claims

Conclusion
The container security market commonly uses the term "hardened," but hardening and verification are not equivalent.



Post-hoc hardening improves security posture by transforming upstream binaries.

From-source building establishes verifiable trust by controlling the complete build chain.

Both approaches reduce vulnerabilities.

Both improve operational hygiene.

Only one provides end-to-end binary provenance.

As software supply chain attacks continue to increase and regulatory frameworks mature, enterprises must move from assumed trust to demonstrable trust.



The critical question is no longer whether containers are hardened.

The critical question is whether their contents can be proven.
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